Avoiding Being Scammed: Practical Tips to Protect Yourself
By Thomas Toomey
Scams target people during moments of change, stress, isolation, or trust. Anyone can be scammed—but knowledge and awareness are powerful protection tools.
This handout will help you:
· Recognize common scams
· Protect your money and personal information
· Know what to do if something feels wrong

🚩 Universal Scam Warning Signs (Learn These First)
If any of these appear, stop and slow down:
· Pressure to act immediately
· Requests to keep it secret
· Demands for payment via gift cards, wire transfer, crypto, or prepaid cards
· Unexpected contact asking for personal information
· Promises of guaranteed money, prizes, or jobs
· Threats involving arrest, benefits loss, or account closure
👉 Real organizations do not rush, threaten, or demand secrecy.

📞 Phone, Text & Email Safety Rules
· Do not trust caller ID alone (it can be faked)
· Never share:
· Social Security number
· PINs or passwords
· One-time security codes
· Hang up and call back using an official number
· Do not click links in unexpected messages
· Delete suspicious texts and emails

💳 Money & Identity Protection Basics
· Use strong, unique passwords
· Enable two-factor authentication
· Check bank statements often
· Never lend your identity or bank account to anyone
· Keep documents secure (ID, release papers, benefits letters)

🛑 What To Do If Something Feels Off
1. Pause
2. Do not send money
3. Do not share information
4. Talk to a trusted person
5. Verify independently



✅ SCAM SAFETY CHECKLIST FOR SENIORS
[image: A poster of a family

AI-generated content may be incorrect.]

[image: A sign with text on it

AI-generated content may be incorrect.]
4
Seniors Are Often Targeted By:
· Medicare & Social Security scams
· Fake tech support calls
· Grandparent emergency scams
· Investment or charity scams
✔ Senior Safety Checklist
· ☐ I do not give information to unexpected callers
· ☐ I hang up and call back using a trusted number
· ☐ I never pay with gift cards or wire transfers
· ☐ I talk to family or a trusted person before large decisions
· ☐ I review bank statements regularly
· ☐ I ignore prize notices I didn’t sign up for
📌 Remember: Government agencies do not call demanding payment.



✅ SCAM SAFETY CHECKLIST FOR JUSTICE-INVOLVED INDIVIDUALS
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Common Scams Targeting Reentry & Justice-Involved People
· Fake probation or court officials
· Job offers requiring upfront fees
· Housing scams asking for deposits before viewing
· Benefit or reentry service impersonation
· “Fast expungement” or legal shortcut scams
✔ Reentry Safety Checklist
· ☐ I verify anyone claiming to be an officer, court, or agency
· ☐ I never pay upfront for jobs or housing
· ☐ I do not share my DOC number, SSN, or release papers
· ☐ I confirm services through official organizations
· ☐ I avoid anyone pressuring secrecy or urgency
· ☐ I ask a case manager or peer before sending money
📌 Important: Legitimate reentry services do not charge surprise fees or threaten reincarceration.

🧠 Training Reminder for Facilitators
· Encourage pausing and asking for help
· Normalize asking questions
· Reinforce that being scammed is not a failure
· Promote peer checking: “Run it by someone”

🏁 Key Message to End Training
Scammers win when people feel rushed, isolated, or afraid.
You stay safe by slowing down, verifying, and asking for support
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Know it was likely a scam.

2.DO NOT GIVE OUT PERSONAL
INFORMATION OVER THE PHONE

Unless you have initiated the phone
call,do not give out your social
security number, card number, bank
information, or your medicare
information over the phone.

3. BE WARY ABOUT MONEY INQUIRIES
FROM STRANGERS AND FAMILY

Telemarketing scams targeted at
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pray on seniors' indness an ey

willingness to give by
impersonating family members. See
popular scams on ww.ncoa.org.

4. ASK THEM TO SEND YOU PROOF
BEFORE GIVING THEM ANYTHING

Ask them for their full name, address,
and business name. Ask them to send
this information to you in the mail.
Before ging them anything, do a quick
internet search. If you cannot find proof
of existence, you know its a scam.

5. IF YOU THINK YOU WERE A VICTIM:
CALL ADULT PROTECTION SERVICES

Waiting can only make it worse, call APS
(1-800-677-1116) to get protection and

guidance on next steps. Make sure to o 0
cancelor freeze any accounts associated g

with the fraud.
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WHAT ARE
THE SIGNS OF
ASCAM?

The ACS Employment
Readiness Program is here to
help you have a SAFE and
SUCCESSFUL job search. Here
are some warning signs of a
job search scam to be aware
of and avoid:

TOO GOODTO
BELIEVE?

A high salary alone is not a

warning sign, but if a

company is offering a high

salary without requiring

experience or training, it may

be too good to believe.

Another sign? If the company l\

is offering an oddly flexible

schedule.
NO NEED TO SO, WHAT IS SAFE?
INTERVIEW? Locate your State Employment Agency.
Interviews are scary, but they are a These agencies carefully review all
necessary part of the hiring process. positions they post. Employment agencies

Interviews help companies ensure they can be located at careeronestop.org

hire the right person. If a company makes
an offer without an interview, it is very
likely a scam.

When using popular job search engines,
be sure to locate and apply for positions
directly on the company website.

Want to learn more? Call ERP today at 910-396-2390 / 1425

F&\J COMMUNITY Eéﬁi/’i'c





image5.png
HOW TO AVOID
RENTAL SCAMS

NO IN-PERSON MEETING

Scammers avoid face-to-face
interaction. They'll make excuses
or claim they're out of the country.

Requests for gift cards, cryptocurrency,
peer-to-peer transfers (like Venma or
Zelle), or wire transfers are suspicious.

A legitimate rental agreement
should include documentation
with clear terms, contact info,
and your rights s a tenant.

WATCH OUT FOR RENTAL
PROPERTY SCAMS:

WHAT YOU NEED
TO KNOW

UNREALISTICALLY LOW RENT:

Rent that's much lower than comparable properties

in the area is a bait tactc.
If the "landlord” says they have multiple

applicants and urges you to pay immediatel,
SLOW DOWN.




